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Financial Services Sector

Overview

Of all industries, the financial sector is probably the most highly regulated. Financial institutions
face a tremendous digital data archive challenge. Government regulations require banks,
brokerage houses and securities dealers to maintain growing volumes of business records for
longer periods of time. These regulations also require data archives to be authentic, accurate,
reliable and trustworthy. Not only do financial institutions struggle to identify and understand
regulations from the Securities and Exchange Commission (SEC), National Association of
Securities Dealers (NASD), Financial Services Authority, Bank for International Settlements (BIS)
and others; but they must also develop cost-effective, compliant archival storage strategies.

One vital lesson learned by financial service firms is that backup does not equal retention. Many

major securities firms have been fined up to $1.65 million apiece by the NASD. Even though

these firms kept e-mail on backup tapes for several years, they were fined because the required
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relevant financial information can reside in e-mail. Consequently, e-mail represents a massive

and vital corporate property. While firms understandably want to avoid the risk of multimillion

dollar fines and sanctions, the long-term retention of messages can be costly and unwieldy if it

is not managed effectively and efficiently.

New Challenges for Financial Services

The financial services industry must comply with the requirements and expectations of multiple
international and domestic regulatory agenciesT as well as a list of demands that grows and
changes constantlyT with severe consequences for noncompliance. These are just a few of the
challenges produced by this increasingly regulated business environment.

Escalating Costs and Inefficient Technology

Contractual obligations and new legal regulations require that financial services
organizations save more kinds of data, store it more securely and retain it for longer periods
of time. The cost of meeting these requirements is escalating and is compounded by the
need to maintain legacy; such as nonrevenue generating IT systems for archival purposes.

Increasing Requests for Information

Electronic records discovery plays a crucial role in legal actions, especially given the growing
importance of e-mail as a preferred means of business communication and decision-
making. Although it has been common practice to delete most or all e-mail correspondence
after a brief retention period, that policy has undergone a reversal in light of recent court
decisions and pending legislation. A comprehensive, searchable archive of all corporate
e-mail can be a vital resource to a thorough legal defense, among many other practical
applications.
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Records Management—Records Creation and Use

Records management is the creation, production and distribution of information, including
documentation of business and client transactions, as well as correspondence management.
The concept continues through the development of strategies and methods for distributing
information within organizations in the course of the development of programs, rule sets,
policies and procedures, as well as business forms and reports.

Mail and e-mail management reviews the processes involved in moving information into,
within or out of the organization; as well as those documents associated with duplications
management, which includes copying and duplicating, as well as printing practices and
procedures.

Developing document control methods for corporate records such as policy and training
manuals, specifications, drawings, standards, technical publications, etc. should include
coverage of legal compliance as it pertains to records creation, distribution, retention and use.

Workflow analysis includes reviewing of the creation, use and workflow of records personnel
utilizing ARMS componentst back end (windows version) and front end (end-user explorer)
utilization.

Records Studio—Enterprise Records Management Solution

Records Studio helps financial organizations control the creation, declaration, classification,
retention and destruction of business records. The solution manages both client and business
records with equal ease, including documents, e-mails ¢/, attachments, statements and checks,
as well as all corporate records within one server via a common user interfacet making it easier
to use; and thus, helping to achieve a lower total cost of ownership.

Records Studio permits financial organizations to quickly and cost-effectively meet regulatory
and corporate compliance requirements, reduce the cost of client information retrieval and
limit legal liability. The built-in, state-of-the-art, intelligent document imaging subsystem is
designed to accommodate fully customizable templates that allow automatic detailed
extraction of check numbers, dates, amounts, as well as account names and numbers into the
record metadata for easier search functions for both the financial institution and the client.

With both front-office (general user) and back-office (order-processing) modules operating
simultaneously from the same database repository, records are instantaneously available to all
users for location, movement or holding the required records for any given user.

The sophisticated and comprehensive Alerts System allows administrators, as well as
authorized users, to monitor records creation, deletion and movement in real-time, preventing
the inappropriate loss of records data.
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